University of Florida
Environmental Health & Safety

Continuity of Operations (COOP) Plan Template Instructions

Background and Intent of Plan  

Responding to natural disasters and the threat of terrorism, the Florida Legislature passed legislation requiring formal planning and preparation to maintain mission essential functions in the time period immediately following a major disruptive event.  This legislative mandate requires the University to maintain plans that will ensure continuity of mission essential functions during situations that may make a University building, group of buildings, or critical systems unusable for up to 30 days.  Examples of such events include fire, structural damage, loss of utilities, or chemical/biological contamination.  These plans, referred to as COOP (Continuity of Operations) plans, are required by statute to contain the following specific planning and operational elements: 

1) 
Plans and Procedures

2) 
Mission Essential Functions

3) 
Delegation of Authority

4) 
Orders of Succession

5) 
Alternate Facilities

6) 
Interoperable Communications

7) 
Vital Records and Databases

8) 
Logistics and Administration

9) 
Personnel Issues and Coordination

10)
Security

11)
Test, Training, and Exercise

12)
Program Management

Development of Department Specific Plan

Environmental Health & Safety (EH&S) has developed a template and associated instructions to assist departments in the development of individual plans.  Please reference the following two files.

· UF COOP Template_2005.doc

· COOP Template Instructions_2005.doc

Table of Contents
1. Load the document UF COOP Template_2005.doc document.

2. Use MS Word global search/replace function (CTRL – H) to change “Department/Division/College Name” to the name of your unit covered by this plan. (There should be 41 replacements.)
3. Change the Date in the footer of the template to the month and year of when the plan is completed and approved.
Section 1.1   

1. Please provide a brief description of your operations, function and assets within the University.  

Fill in items shown in bold,italics&underlined for your department in template.

Environmental Health and Safety (EH&S) Example: 

Operations and Functions: Environmental Health and Safety (EH&S) is a Division of the Office of the Vice President of Finance and Administration. Its mission is to provide and ensure a safe and healthy environment for students, faculty, staff and visitors through comprehensive service-oriented programs. EH&S is also the primary contact for regulatory agencies regarding matters of health, safety and environmental issues.
Facilities: EH&S maintains offices, laboratory and storage facilities in eight locations on the University of Florida campus. EH&S has a fleet of 38 vehicles
2. Complete Table 1.1.1 with buildings, assets, and staff within your unit. 

Fill in items shown in bold,italics&underlined for your department in template.

EH&S Example: 

	1.1.1 EH&S Facilities
	

	Building
	Use
	Equipment 
	Staff

	Building 1079
	Main Administration  - Directors and Associate Directors offices and records

Biosafety – Biosafety protocol review and recordkeeping.  Biosafety staff offices

Laboratory and Clinical Safety – Laboratory and clinical safety records and staff offices

Finance and Payroll - records and staff offices

Computer Server for EH&S Division
	EH&S Server

15 PC’s

5 Laptop computers

Printers

Video and Digital Cameras

Health and Safety Reference Materials


	15 persons




Section 1.2.1 

1. No action required.  A general Hazard Analysis was performed for UF.
Section 1.2.2 
1. Complete Table 1.2.2 with additional specific events or conditions that could affect your mission essential functions, and your estimate of relative risk of occurrence.   
EH&S Example:

	1.2.2 Event
	Risk

	Significant hazardous materials release (chemical, radiological) at Building 831
	Low/Medium

	Server Failure - Loss of Database Information/Access - Biosafety, Occupational Medicine
	High

	Inability to Process Insurance/Document Claims – Computer Failure
	Medium

	Inability to Receive/Process Radioactive Packages
	Low


Sections 1.2.3

1. Please provide a brief description of other COOP planning considerations related to your department.
Fill in items shown in bold,italics&underlined for your department in template.

EH&S Example: 

Due to the disperse EH&S facility arrangement only a catastrophic event would likely make more than two of the facilities unusable at any given time.  For most operations alternate facilities could be found within EH&S spaces with the exception of waste management activities.

Section 1.3.1 
1. Please add departmental main telephone number and others as appropriate to Table 1.3.1.
Section 1.3.2 
1. Please list contact information for staff members with roles in your COOP plan to Table 1.3.2.
       EH&S Example: 

	1.3.2 EH&S Staff Contact Information

	Name
	Responsibility
	Landline
	Cellular
	Home

	William Properzio
	Director
	392-1591
	284-####
	352-377-####

	Philip Collis
	Associate Director
	392-1591
	N/A
	352-332-####

	Donald Munroe
	RSO
	392-7359
	N/A
	352-377-####

	Etc…
	
	
	
	


Section 2.1

Section 2.1 outlines the specific plans and procedures that will be used by your organization.  The sections have been pre-drafted leaving appropriate labeled markers for insertion of your unit-specific information. As with all sections of the plan, the pre-scripted portion may not be compatible with your particular operations. Each section should be reviewed to ensure correctness and appropriateness for your operations.

1. Use MS Word global search/replace function (CTRL-H) to change “VP/DDD” to the name of the individual with the highest-ranking authority in the plan and the individual who will be making the critical decisions.  (There should be 21 replacements)

2. Use MS Word global search/replace function (CTRL-H) to change “Associate VPDDD” to the name of the individual next in line under the organization’s order of succession. (There should be 12 replacements)

Section 2.1.1  
1. Identify the senior UF administrator that must be notified along with a predetermined assembly point and complete Table 2.1.1.
Fill in items shown in bold,italics&underlined for your department in template.

       EH&S Example: 


	2.1.1  Alert and Notification

	General
	Environmental Health and Safety maintains a Unit COOP and individual contingency plans for its Waste Management Facility. 

	Alert Procedure
	EH&S office receives emergency message from UPD or internally.

EH&S Director alerts Vice-President Finance and Administration.

EH&S Director alerts VP Public Relations

	Notification Procedure
	EHS management notifies EH&S advance team members and other UF units as needed; these include: UPD and PPD.

EH&S management designates an assembly point; default location is building 179 conference room; University EMP may be activated as required.

	Activation
	EH&S management provides verbal instructions to relocation group, advance team and alternate facility manager.  Relocation group prepares equipment and supplies.  Computer staff prepares for relocation of staff.  

	Deployment
	Advance team members proceed to alternate site(s). Relocation group loads computers, files and equipment and transports to alternate site as required.  Administrative team notifies outside groups of move and arranges for redirection of mail, phones and deliveries.  


Section 2.1.2
1. Complete blanks, including position responsible for Personnel Accounting Procedure, and amend section to suite your organization as appropriate.

Fill in items shown in bold,italics&underlined for your department in template.

 EH&S Example:


	2.1.2   Activation of COOP Plan

	Activation Decision
	The EH&S Director will activate the EH&S COOP depending on the nature and severity of the emergency.

	Roster

Advance Team/Relocation group


	The roster will be dependent on the building affected so as to be uninhabitable.  Available personnel from within all sections of EH&S may assist with moving and set-up.  The advance team will include personnel from the displaced group.



	Readiness
	Normal Business Hours: Office staff, management.

Non-Duty:  EH&S Director or Associate Director

With Warning: EH&S Director or Associate Director

Without Warning: EH&S Director or Associate Director

	Personnel Accounting Procedure
	The Associate Director or his designee is responsible for maintaining a roster accounting for the locations and activities of all EH&S personnel.

	30-day Operational Sustainability
	Each functional group is responsible for maintaining all equipment and supplies needed for sustaining essential operations for 30 days following activation of COOP.   

	12-hour Operational Capability
	Alternate EH&S facilities contains equipment and supplies needed for 12 hours continuous operations.


Section 2.1.3 
1. No action required, expect review for accuracy and completeness.

Section 2.1.4

1. Identify key staff that has responsibilities in the COOP Plan and their individual roles to complete Table 2.1.4. 
EH&S Example: 

	2.1.4  Concept of Operations

	Key Staff
	William Properzio 

Philip Collis 

Donald Munroe

Mike Bielby

Bill Coughlin
Grace Dixon

Helen Sawyer

Karen Gills
Glenn Ketcham
Kenneth Allen
Ralph Haskew 

Dave Kramer
	Director

Associate Director 

 RSO

Computer Operations

Waste Management/Hazmat

Occupational Medicine

Insurance and Claims

Biosafety

IH/Safety/Risk
Emergency Management
Finances

Fire and Life Safety Codes


Section 2.1.5 
1. No action required, expect review for accuracy and completeness.

Section 2.1.6 
1. No action required, expect review for accuracy and completeness.

Section 2.1.7 
1. No action required, expect review for accuracy and completeness.

Section 2.1.8 
1. Identify the individual(s) with responsibility for notification of new location and contact information to other units within the University and any necessary outside organizations to complete Table 2.1.8.  Outside organizations might include vendors or partner agencies.
Fill in items shown in bold,italics&underlined for your department in template.
     EH&S Example: 


	2.1.8  External Notification

	Notification
	The EH&S Directors Administrative Assistant will notify the Alachua County Emergency Management, the University Police Department, and UF Mail Services of relocation addresses, telephone, and other contact information as necessary.




Section 2.1.9 
1. Identify assembly location and alternate information as appropriate.  

Fill in items shown in bold,italics&underlined for your department in template.

EH&S Example: 

	2.1.9  Alternate Site Support

	Site Support
	1. The assembly point is the Building 179 conference room

2. Each EH&S area will accommodate staff from the affected building.


Section 2.1.10 
1. This section applies to supplies that may be required for sustained operations.  Most operations at UF would not require continued operations in a major disaster.  Where this is true however, consideration of basic human needs must be addressed such as food, water and a place to rest. 

Fill in items shown in bold,italics&underlined for your department in template.

EH&S Example: 

	2.1.10  Supply and Support (Resources)

	Food
	Operations will not typically require purchase of food stocks for EH&S COOP operation.

	Water
	Potable water is available in existing buildings.  If water supplies are contaminated, bottled water will be purchased locally.


Section 2.1.11 
1. This section discusses relationship of COOP with existing emergency plans.  For most operations, the relocation group will follow the procedures of the Alternate Facility.   No amendment of this template is required unless changes are to be made.

Section 2.2 
1. Identify each mission essential function and the staff responsible for the function.

EH&S Example: 


	2.2  Mission Essential Functions

	
	Primary
	Alternate

	1
	Ensure safety of EH&S personnel
	William Properzio
	Philip Collis

	2
	Biosafety/Grant Review and Approval
	Karen Gillis
	Angela Singletoy

	3
	Secure/Operate Hazmat storage facilities
	Bill Coughlin
	Dean Brad

	4
	Maintain Occupational Medicine program to ensure employees can be properly hired.
	Grace Dixon
	Lea-An Steiner

	5
	Maintain insurances to enable conduct of university business in areas unaffected.
	Helen Sawyer
	Glenn Ketcham

	
	Etc…
	
	


Section 2.3 
1. This identifies who is in charge when the individual with normal responsibility for the organization is not available. The default used in the plan is delegation from “VP/DDD” to the “AssociateVPDDD.”  If the global edit function from 2.1 was used no further action is required unless modifications to this sequence is desired (e.g. delegation to a number of individuals depending upon operation).

Section 2.4 
1. This section is similar to the previous section but includes additional detail.  

Fill in items shown in bold,italics&underlined for your department in template.

EH&S Example: 


	2.4. Orders of Succession

	2.4.1
	Conditions for Succession
	Director/Associate Director out of contact

	
	Method of Notification
	Associate Director will assume authority when delegated by the Director or whenever the Director is out of contact due to an emergency. Should both the Director and Associate Director be unavailable, Coordinators will carry out their responsibilities and coordinate with the Associate VP F&A. 

	
	Time, Geographical, and Organizational Limitations
	Whenever the Director is out of contact, the Associate Director will succeed. Note that only the Director and Associate Director have financial authority.

	2.4.2
	Succession by Position
	Director>Associate Director>Coordinators

	2.4.3
	Succession Revision Procedures
	The Director will review and revise succession plans annually.

	2.4.4
	Limitations on Financial Authority
	EH&S personnel other than Director or Associate Director do not have financial authority





Section 2.5 
1. This section outlines procedures for activation, movement to and management of alternate facilities as appropriate for your unit. 

Fill in items shown in bold,italics&underlined for your department in template.

EH&S Example: 


	2.5. Alternate Facilities

	2.5.1
	Support Procedures
	1. On receipt of Alert Message the director will notify occupants to prepare to receive staff and equipment 

2. On activation of Alternate site, additional equipment and supplies will be obtained from non-mission essential operations within EH&S.

	2.5.2
	Pre-Positioned Assets
	Computers, office supplies

	2.5.3
	Logistical Support
	Managed by Associate Director

	2.5.4
	Alternate Capabilities
	Exists within existing EH&S buildings

	2.5.5
	30 day Operations Capabilities
	As provided by the Director 

	2.5.6
	Physical Security and Access
	Coordinated with PPD and Director’s Administrative Assistant for building access keys and key inventory.




Section 2.6 
1. No action required for this section for most units as communications systems used are maintained by UF and outside entities.  Some areas with specific needs will need to amend this section.

Section 2.7 
1. Identify and list those records and databases that are required to perform your mission essential functions.  Fill in sections as appropriate to address relocation of these vital records, remote access and backup. This is an important aspect of COOP planning. 

Fill in items shown in bold,italics&underlined for your department in template.

EH&S Example: 


	2.7. Vital Records and Databases

	2.7.1
	Off-site storage of duplicates
	Computer Back-up Tapes Stored Offsite

	
	Off-site backup of data
	Computer Back-up Tapes Stored Offsite

	
	Vital records and data pre-positioned
	On Various Servers – Accessible from multiple locations

	2.7.2
	Record Maintenance Plan
	Weekly Back-up of EH&S Server Information

	2.7.3
	Identify vital records
	EH&S Equipment Inventory > $1k

EH&S Inventory < $1k

HAZMAT Manifest

HAZMAT Shipping Documents

Biosafety Approval

Select Agent Records

Radiation Safety Records

Insurance Claim Records

	2.7.4
	Record Protection and Movement
	Provided by individual area or as assigned

	2.7.5
	Emergency Operations Documentation
	Available at UF and County EOC

	2.7.6
	Back-up of legal and financial records


	Provided by F&A Operations


Section 2.8 
1. This section addresses the logistics of setting up the alternate facility.  

Fill in items shown in bold,italics&underlined for your department in template.

EH&S Example: 


	2.8. Logistics and Administration

	2.8.1
	Alternate Site Equipment and Resources
	Phones, internet access, computer equipment on-site.

	
	Alternate Site Equipment and Resources Pre-Positioned
	As listed above.

	
	Alternate Site Equipment and Resources Maintenance
	No specific maintenance requires beyond normal operations

	2.8.2
	Drive-Away Kits Prepared and Positioned
	A drive-away kit with electronic records is maintained offsite.

	2.8.3
	Alternate Site telecom prepared
	

	2.8.4
	Transportation
	38 EH&S road vehicles 

	2.8.5
	Site Support Procedures
	


Section 2.9 
1. This section provides for the method of notification to staff of COOP activation, method to ensure payroll is made, sheltering on campus if anticipated, and personal preparedness kits.  Complete as appropriate for your organization.

Fill in items shown in bold,italics&underlined for your department in template.

Section 2.10 
1. Generally site security issues will be coordinated through UPD.  Some organizations may have specific security concerns due to handling cash or other valuables.  
2. Cyber security steps should be identified and referenced in this section. 

Fill in items shown in bold,italics&underlined for your department in template.

EH&S Example:


	2.10. Security

	2.10-1
	COOP Operational Security
	Coordinated with U PD 

	2.10-2
	Physical Access Restrictions
	Coordinated with U PD

	2.10-3
	Cyber-Security
	Coordinated with Information Systems and UF Finance and Administrations Operations Analysis

	2.10-4
	EOC Physical Security
	UPD




Section 2.11 
1. For any plan to be effective staff must know their responsibilities under the plan, how to carry out these responsibilities and the plan must be tested. A suggested/sample schedule is included in this section. It may be modified as appropriate for your operations.
Fill in items shown in bold,italics&underlined for your department in template.

Section 2.12  
1. This section discusses how lessons-learned from exercises or events will be incorporated into the plan, how the plan will be maintained on an ongoing basis, and long range planning for plan improvement.  Generic language is provided and may be revised according to your organization’s needs.

Annex 3.1 

1. Identify staff members by name and title and their specific responsibilities under this plan.  See example below.

Fill in items shown in bold,italics&underlined for your department in template.

EH&S Example: 


	Annex 3.1 Staff Responsibilities


	Director

William Properzio
	1. EH&S Personnel Safety

2. COOP Team Leader

3. Initiate Alert and Notification

4. Coordinate annual UF EH&S training meeting

5. Update Unit Emergency and COOP Plan as required



	Assistant Director

Philip Collis
	1. EH&S Personnel Safety

2. COOP Team Leader

3. Initiate Alert and Notification

4. Coordinate annual UF EH&S training meeting

5. Update Unit Emergency and COOP Plan as required



	Radiation Safety Officer

Don Munroe
	1. Secure and maintain vital radiation records

2. Secure and protect radiation sources

	Etc…
	3. 


Annex 3.2
1. Suggested emergency supplies for employee residences. Review and amend as appropriate for your operation and specific needs of employees.
Annex 3.3 
1. This section provides a checklist for Drive-Away Kits.  The kits should contain the items needed to maintain critical functions of a department.  Items might include electronic data, basic office supplies, forms, etc.

Annex 4.1
1. No action required, expect review for accuracy and completeness.

Annex 4.2 

1. No action required, expect review for accuracy and completeness.

Annex 4.3

1. No action required, expect review for accuracy and completeness.

Annex 4.4

1. No action required, expect review for accuracy and completeness.

Annex 4.5.1

1. No action required, expect review for accuracy and completeness.

Annex 4.5.2
1. No action required, expect review for accuracy and completeness.
Annex 4.5.3
1. Identify staff by name and position the specific responsibilities for preparing work areas for a hurricane. 

EH&S Example: 


	4.5.2. Assignments for securing Common Areas, Labs, Special Equipment

	Area, Equipment
	Location
	STAFF RESPONSIBLE
	Special Concerns

	
	
	Primary
	Alternate
	

	Building 1079
	Directors Office
	A. Alexander
	P. Collis
	Vital Records

	Building 1079
	Biosafety
	K. Gillis
	G. Roser
	Vital Records

	Building 1079
	Finance/Computer
	R. Haskew
	D. Stillwell
	Records/ Server

	Building 1079
	Lab Safety
	M. Yanhisin
	K. Gillis
	Database/Laptops


Annex 4.6

1. No action required, expect review for accuracy and completeness.
Annex 5.1 
1. Identify schedule for testing and exercising your plan.  Generic language is provided.

------------------------------------------------------------------------------------------------------------

The COOP plan for your organization should now be complete.  Thank you for participating in the process.  Please carefully review and implement the plan.  A copy of the plan should be sent no later than February 3, 2006 as an email attachment to:

Kenneth Allen
Environmental Health and Safety

kallen@ehs.ufl.edu.
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